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INTRODUCTION AND BACKGROUND

Northwestern University is committed to conducting research in a manner consistent with all applicable Northwestern University policies as well as with applicable laws and regulations, including but not limited to, the Health Insurance Portability and Accountability Act
 and its accompanying privacy standards
 (collectively, “HIPAA”).

In general, Research is not an activity to which the HIPAA privacy standards apply.
  In addition, Northwestern University Personnel do not engage in treatment activities even when treatment is provided in conjunction with a Research study in which such Personnel may be involved.  Therefore, when conducting Research, Northwestern University Personnel are not Providers that are subject to the HIPAA privacy standards and corresponding sanctions for violation of those standards.  

However, the HIPAA privacy standards do regulate a Provider Entity’s disclosure of individual health information to Northwestern University (including members of its faculty and other Northwestern University personnel) for use and disclosure of such health information in connection with Research.  In general, HIPAA requires a Provider to obtain the written authorization of a research subject prior to disclosure of his or her individual health information in connection with the Research.  In addition, HIPAA (a) grants privacy boards such as the Northwestern University Institutional Review Board (“IRB”) the authority to grant waivers of that authorization requirement, and (b) provides exceptions to the authorization requirement for use of certain types of individual health information.

Accordingly, Northwestern University has adopted this policy to address the HIPAA privacy obligations of Provider Entities relating to the disclosure of health information concerning subjects participating in Research and the role of Northwestern University and the Northwestern University IRB with respect to those obligations.

SCOPE OF POLICY

Subject to the transition provision stated below, this Policy applies to the creation, collection, use or disclosure of all individual health information (whether identifiable or not) (“Information”) in connection with Research activities in which Northwestern University Personnel are involved.

TRANSITION PROVISION

Northwestern University Personnel may continue to use and disclose Information concerning a Research subject for a particular Research study, without obtaining the HIPAA authorization or the IRB action required by this policy, regardless of when the information is created, collected or received, if, prior to April 14, 2003, the Principal Investigator obtained, and has written documentation of, any one of the following:

· An authorization or other express legal permission from the Research subject to use or disclose the Information for the Research study;

· The Research subject’s informed consent to participate in the Research study; or

· An IRB waiver of informed consent for the Research study.

If the Principal Investigator has such documentation for a Research subject, therefore, he or she may create collect or receive Information concerning such subject in connection with the study even after April 14, 2003.  Note, however, that the Principal Investigators must obtain an Authorization or other IRB action required by this policy for any subject for which the Principal Investigator did not obtain such written documentation prior to April 14, 2003, even if the IRB granted approval for the Research study prior to that date.

POLICY REQUIREMENTS

Use or Disclosure of Information With Authorization

1)
Authorization Requirement

a) As a general rule, a Provider must obtain an Authorization from all Research subjects prior to the internal use or external disclosure of Information for any Research-related purpose that is not otherwise permitted or required under this Policy.

Note a special authorization form must be used for Research involving the use or disclosure of Psychotherapy Notes or Information relating to HIV, mental health, genetic testing, or drug or alcohol abuse.

The Authorization Templates Principal Investigator must use are attached to this Policy as Exhibit A.
b) An authorization is not required for creation, collection, use or disclosure by Northwestern University Personnel of Information Northwestern University Personnel obtain directly from an individual (e.g., from an individual who contacts Northwestern University Personnel directly in response to a general advertisement for Research study participants.) 

c) The Principal Investigator must complete the Authorization template and submit it to the IRB for its prior review and approval.  The Principal Investigator will also be responsible for obtaining signed authorizations from the individual subjects participating in a research study.

d) The IRB will provide a copy of the approved research Authorization to the Principal Investigator.

e) The Principal Investigator must provide a copy of the signed Authorization for each individual subject participating in the Research study to (1) the individual subject (or his or her authorized representative) and (2) either the applicable Provider Entities or a central repository the Provider Entities designate to receive copies of the Authorization on their behalf.

2)
Procedure for Signing an Authorization
a) Adults

(1)
A competent individual, 18 years of age or older, should always sign the authorization.  A person is competent if he/she has the general ability to understand the concept of release of his/her medical information. 

(2)
If an individual is competent, but unable to sign the authorization, the person witnessing the form may write in “Subject unable to sign due to ___[insert reason]_____________.  Subject gave verbal permission.”  The Authorization must be witnessed.

(3)
If the subject is not conscious, not coherent or not competent for whatever reason, a legally authorized representative must sign the Authorization.  Illinois law recognizes the following, in order of priority, as individuals eligible to serve as the subject’s legally authorized representative:

· Court appointed Guardian, or Proxy designated by Durable Power of Attorney;

· Spouse;

· Adult son or daughter;

· Either parent;

· Adult sibling; or 

· Adult relative by blood marriage.

b) Minors

(1)
Any parent may sign for a minor child in his/her legal custody;

(2)
Any minor who has been lawfully married and any minor parent or legal custodian of a child may sign for him/herself, his/her child and any child in his/her legal custody;

(3)
Any minor may sign for him/herself in case of:

· Pregnancy, but excluding abortions;

· Venereal disease;

· Drug or substance abuse.

(4)
Any adult standing in loco parentis, whether serving formally or not, may sign for his/her minor charge in case of emergency.

IRB Approval of Uses and Disclosures of Information that Do Not Require Either the Subject’s Authorization or the IRB’s Waiver of Authorization
1) Use and Disclosure of Decedent’s Information

a) Northwestern University Personnel may use and disclose a decedent’s Information for Research without an Authorization or IRB waiver if all the following criteria are satisfied:

(1) The use will be solely for Research on the Information of a decedent; and

(2) The Principal Investigator has documentation of the death of the individual about whom information is being sought, and

(3)
The Information sought is necessary for the purposes of the Research.

Note, however, that this exception may not be available for decedent Information that contains Psychotherapy Notes or Information relating to HIV, mental health, genetic testing, or drug or alcohol abuse
c) Uses or Disclosures of a decedent’s Information for Research purposes are subject to the Minimum Necessary requirements outlined in HIPAA.  When using or disclosing Information or when requesting Information from one of the Provider Entities, reasonable efforts must be made to limit Information to the minimum amount necessary to accomplish the intended purpose of the use, disclosure or request.

d) Before Northwestern University Personnel may use decedent Information, the Principal Investigator must provide the Northwestern University IRB with documentation evidencing compliance with the above criteria and the Minimum Necessary standard, and obtain the IRB’s approval to use the decedent’s information on that basis, using the forms set forth in Exhibit B.
e) The Principal Investigator must provide a copy of the IRB approval form to either the applicable Provider Entities or a central repository the Provider Entities designate to receive copies of the form on their behalf.
2) Information Protected Under the Family and Educational Records Protection Act

a) HIPAA does not apply to Information that is contained within “education records” covered by the Family and Educational Rights and Privacy Act of 1974 (“FERPA”) or to “student health records” that are exempted from the coverage of FERPA.
  Education records may be used or disclosed for Research purposes without obtaining either a HIPAA Authorization or an IRB waiver.  However, in the event the Investigator seeks to use personally identifiable information contained within the student’s education record, the Principal Investigator must secure a valid consent from the student.

b) Before using Information contained within an education record, the Principal Investigator shall provide the Northwestern University IRB with documentation evidencing that the Information being used, disclosed or requested in connection with a Research study qualifies as an “education record” covered by FERPA and obtain the IRB’s approval to use such Information on the basis that 1) the Investigator has obtained the requisite consent from the student under FERPA or 2) that consent is not required, using the form set forth in Exhibit C.  In the event that a student’s consent is required, the Principal Investigator must obtain the consent of the student whose personally identifiable information is being disclosed, using the form set forth in Exhibit D. 

c) The Principal Investigator must provide a copy of the IRB approval form and the individual consents to the Northwestern University representative or location designated by the IRB.
3) Review of Information Preparatory to Research

a)
Northwestern University Personnel may use or disclose Information without an Authorization or IRB waiver for the development of a Research protocol if the use or disclosure satisfies all of the following criteria:

(1) The use or disclosure of Information is solely (i) to prepare a Research protocol (including, without limitation, designing a study, assessing the feasibility of conducting a study, assessment of whether a sufficient and appropriate subject pool exists to support the study) and/or (ii) to contact individuals to enroll them in a study as long as such Northwestern University Personnel are covered by a Business Associate Agreement with the Provider Entity.

(2) The Principal Investigator shall not record or remove the Information from Provider Entities; and

(3)
The Information sought is necessary for the purposes of the Research; and

(4)
The use or disclosure of Information is performed in accordance with any applicable policies of the Provider Entity.

Note, however, that this exception may not be available for the use or disclosure of Information that contains Psychotherapy Notes or Information relating to HIV, mental health, genetic testing, or drug or alcohol abuse.
b) A Healthcare Professional, when acting as health care provider rather than as an investigator, or a member of the Provider’s Workforce where the Healthcare Professional practices, may, without a prior IRB approval of an exception to the Authorization or waiver requirement, review, for purposes preparatory to Research (e.g., (i) to prepare a Research protocol (including, without limitation, designing a study, assessing the feasibility of conducting a study, assessment of whether a sufficient and appropriate subject pool exists to support the study) and/or (ii) to identify and contact potential research participants), Information in the medical records to which the Healthcare Professional has access in the normal course of his or her own private medical/healthcare provider practice or as a member of the Workforce of the practice of another Healthcare Professional.  Any such review preparatory to Research by anyone other than the Healthcare Professional himself or herself or a member of the Workforce, are subject to the IRB approval requirements of this Subsection 3.

c) Uses or Disclosures of Information preparatory to Research are subject to the Minimum Necessary rules. When using or disclosing Information or when requesting Information from a Provider Entity, reasonable efforts must be made to limit Information to the minimum necessary to accomplish the intended purpose of the use, disclosure or request.  

d) Prior to using Information for such purposes, the Principal Investigator shall adhere to any and all applicable policies or guidelines in effect at the Provider Entities regarding the Uses or Disclosures of Information preparatory to Research.
4)
“De-Identified” Health Information

a)
De-identified health information is exempt from HIPAA and may be used or disclosed for Research purposes without an Authorization or IRB waiver pursuant to the standards set forth in Exhibit F attached to this Policy.  

b)
The de-identified information may be assigned a “re-identification code” that can be affixed to the Research record that will permit the information to be re-identified if necessary, provided that the key to such a code is not accessible to the Northwestern University Personnel requesting to use or disclose the de-identified health information.

c) Prior to use of de-identified Information by Northwestern University Personnel, the Principal Investigator shall provide the Northwestern University IRB with written certification that the Information being used, disclosed or requested in connection with a Research study has been de-identified pursuant to Exhibit F and documentation evidencing compliance with the Minimum Necessary standard, and obtain the IRB’s approval to use such Information on that basis, using the forms set forth in Exhibit G attached to this Policy.

d) The Principal Investigator must provide a copy of the IRB approval form to either the applicable Provider Entities or a central repository the Provider Entities designate to receive copies of the form on their behalf.
5)
Limited Data Set 

a)
Northwestern University Personnel may use or disclose a Limited Data Set for any Research purpose without an Authorization or Waiver of Authorization.

Note, however, that this exception may not be available for the use or disclosure of a Limited Data Set that contains Psychotherapy Notes or Information relating to HIV, mental health, genetic testing, or drug or alcohol abuse.
b) A “Limited Data Set” is defined as Information that may include any of the following direct identifiers:

i)
Town, city, State and zip code; 

ii)
All elements of dates directly related to an individual, including birth date, admission date, discharge date, and date of death.

c)
A Limited Data Set must exclude all of the following direct identifiers of the individual or of the individual’s relatives, employers, or household members of the individual as set forth in Exhibit H.

b) Uses or Disclosures of Information included in a Limited Data Set are subject to the Minimum Necessary rules.  When using or disclosing Information or when requesting Information from a Provider Entity, reasonable efforts must be made to limit Information to the minimum necessary to accomplish the intended purpose of the use, disclosure or request.  

c) Prior to use of a Limited Data Set by Northwestern University Personnel, the Principal Investigator shall provide the IRB with certification that the Information being used, disclosed or requested is a limited data set pursuant to Exhibit H and documentation evidencing compliance with the Minimum Necessary standard, and obtain the IRB’s approval to use the Information on that basis, using the forms set forth in Exhibit I         attached to this Policy.
f) The Principal Investigator must provide a copy of the IRB approval form to either the applicable Provider Entities or a central repository the Provider Entities designate to receive copies of the form on their behalf.
g) Northwestern University Personnel may thereafter use the approved Limited Data Set only pursuant to an executed Data Use Agreement in substantially the form attached hereto as Exhibit J.
IRB Waiver of Authorization
1) In general, the IRB may waive, in whole or in part, the HIPAA Authorizations otherwise required under this Policy for the Use or Disclosure of Information for a Research study if the Principal Investigator provides the IRB with documentation demonstrating that such Use or Disclosure satisfies the criteria set forth in Exhibit K.  Note, however, that no full or partial waiver of the Authorization requirement is available for use or disclosure of Information relating to AIDS/HIV, mental health, substance abuse or genetic testing.  Therefore, an authorization must be obtained for such uses and disclosures using the special authorization forms attached to this policy.

2) Notwithstanding the foregoing, no full or partial waiver of the Authorization requirement is necessary for Use or Disclosure of Information for Recruitment activities involving actual contact with individuals to enroll them in the study by any person who is a member of a Provider’s Workforce or by Northwestern University Personnel covered by a Business Associate Agreement with the Provider.  Note, however, that in such cases, any applicable IRB Informed Consent requirements must still be satisfied.

3) Unless covered by the paragraph 2 above, the Principal Investigator must complete a request for Waiver of Authorization and submit the request to the IRB for prior review and approval.  If the request is for a waiver to permit Northwestern University Personnel not covered by a Business Associate Agreement with the Provider to undertake research activities including actually contacting individuals to enroll them in the study without obtaining the prior authorization of the subjects, the Principal Investigator should use the Waiver of Authorization Form in Exhibit L attached hereto.

4) A Healthcare Professional, when acting as health care provider rather than as an investigator, may, without a prior Authorization, IRB waiver of the Authorization, or IRB approval of an exception to the Authorization or waiver requirement, review, for Recruitment purposes, Information in the medical records to which the Healthcare Professional has access in the normal course of his or her own private medical/healthcare provider practice or as a member of the Work Force of the practice of another Healthcare Professional.  Any such review by anyone other than the Healthcare Professional himself or herself, members of the Healthcare Professional’s own Workforce or any Northwestern University Personnel covered by a Business Associate Agreement, are subject to the provisions of paragraphs 1 and 3 above that require either an authorization or a waiver of authorization.

5) The Principal Investigator must provide a copy of the IRB approval form to either the applicable Provider Entities or a central repository the Provider Entities designate to receive copies of the form on their behalf.

6) Uses or Disclosures of Information made pursuant to a Waiver are subject to the Minimum Necessary requirements outlined in HIPAA.  When using or disclosing Information or when requesting Information from one of the Provider Entities, reasonable efforts must be made to limit Information to the minimum amount of Information necessary to accomplish the intended purpose of the use, disclosure or request.  

Revocation of Authorization

1)
As a general rule, an individual may revoke his/her Authorization, in writing to the Principal Investigator, at any time. See Sample Revocation attached as Exhibit M to this policy.

2)
The revocation will be applicable to the protocol or protocols specified by the individual.  However, Northwestern University Personnel may continue to use and disclose, for Research integrity and reporting purposes, any Information collected about the individual pursuant to a valid Authorization before it was revoked.
3)
The Principal Investigator shall forward a copy of the written revocation to (a) the individual subject (or his or her authorized representative) and (b) either the applicable Provider Entities or a central repository the Provider Entities designate to receive copies of the revocation on their behalf.  The Principal Investigator shall also keep copies of all revocations of Authorizations for a specific protocol, and report them to the IRB at the time of continuing review.

Maintaining the Research Record

1) The Principal Investigator in a Research study shall be responsible for ensuring that all Information created in the course of the Research study is maintained in Research records that are owned by Northwestern University and that are separate from the medical records maintained by Providers concerning treatment provided to the Research subjects.

2) The Principal Investigator shall also work with the Providers who are providing treatment in connection with the Research study to incorporate promptly into the Research subjects’ medical records the Information concerning such treatment.

Individual’s Rights With Regard To Their Information

1)
Access to Research Information

a)
As a general rule, individuals who participate in Research have a right to access their own Information that is maintained by a Provider (or a third party the Provider retains to provide services to or perform functions for the Provider) in the medical records the Provider generates in the course of treating the individuals.
b)
However, individuals participating in a Research study that includes treatment (i.e., clinical trials) may be denied access to the Information generated in their medical records in connection with treatment provided as part of a Research study, provided that:

(1)
The Information was obtained in the course of the Research;

(2)
The individual agreed to the denial of access in the applicable Authorization;

(3)
The Research study has not been completed; and

(4)
The individual’s rights to access such Information are reinstated once the Research study has ended and the Research Authorization has expired.

3) In addition, Information generated in the course of the Research that is not included in the medical record is not subject to the access requirement.

2)
Accounting of Disclosures
a)
As a general rule, an individual must be provided with an accounting of all disclosures of his/her Information used for Research purposes, unless such disclosure was made pursuant to an Authorization, or is part of De-Identified Information or a Limited Data Set used pursuant to a Data Use Agreement.
b)
The Providers shall use the forms the Principal Investigator obtains from the Northwestern University IRB approving the (1) use of Information pursuant to a whole or partial waiver of the Authorization requirement, or (2) the use of decedent information, and (c) the use of Information in preparation of a Research study protocol, to track disclosures of Information that are subject to the HIPAA accounting requirement.

DEFINITIONS

Authorization is the written confirmation that a Research subject has voluntarily agreed, pursuant to an Authorization in substantially the form required by this Policy, to permit the use, sharing, copying and release of his or her current and future health information related to a particular Research study, after having been apprised of the types of persons permitted to make such uses and releases of health information, their rights in connection with that information and the potential risks relevant to the subject’s decision to permit use and release of health information.

Business Associate Agreement is an agreement entered into by Northwestern University as a entity engaged in Research and a Provider Entity, where Northwestern University performs such activities as to aid in study Recruitment on behalf of the Provider Entity.

Disclosure means the release, transfer, provision of access to, or divulgence in any other manner, of information to any organization external to the entity holding the information.

Healthcare Professional means a physician, nurse, nutritionist, therapist or other individual who is both trained in a particular area of health care delivery and directly involved in the delivery of clinical care to patients.

HIPAA means the Health Insurance Portability and Accountability Act of 1996 and the privacy regulations promulgated under the Act.

Information (“Information”) means individual health information (whether identifiable or not) transmitted or maintained in any form or medium.

Northwestern University shall include all operations of Northwestern University, including, without limitation, all Northwestern University controlled research centers and institutes.
Northwestern University Personnel shall include all faculty, staff (including student employees), students, residents, post-doctoral fellows, and non-employees (including visiting faculty, courtesy, affiliate and adjunct faculty, industrial personnel, fellows, etc.).
Provider or Provider Entity means any health care provider that is a “Covered Entity” within the meaning of HIPAA, including, without limitation, the following:  (1) any provider Covered Entity Components of Northwestern University, (2) Northwestern Memorial Hospital (“NMH”); (3) The Rehabilitation Institute of Chicago (“RIC”); (4) Northwestern Memorial Faculty Foundation (“NMFF”); (5) other McGaw affiliated hospitals and health care facilities; and (6) physicians acting as health care providers not as a researcher. 
Recruitment of subjects for a research study includes (1) review of Information for the purpose of identifying specific individuals to enroll as study participants, and (2) actually contacting such individuals to enroll them in the study.  Recruitment does not include review of Information for purposes of ascertaining whether or not a sufficient and appropriate pool of subjects exists to support the Research Study.

Research means a systematic investigation, including research development, testing and evaluation, designed to develop or contribute to generalizable knowledge.

Use means, with respect to individually identifiable health information, the sharing, employment, application, utilization, examination, or analysis of such information within an entity that holds such information.  

Workforce means employees, volunteers, trainees, and other persons whose conduct, in the performance of work for a Provider Entity, is under the direct control of such Entity, whether or not they are paid by the Provider Entity.

EXHIBIT A
HIPAA REQUIRED ELEMENTS OF AN AUTHORIZATION

Under HIPAA, researchers must obtain written authorization from subjects before using or collecting protected health information.  An Authorization should be obtained in writing from prospective subjects.(  

Under HIPAA, the following core elements and statements must be included in the authorization document.  Attached is a template authorization form for your guidance.

· A description of the individually identifiable protected health information (PHI)(( to be used/disclosed in a specific and meaningful fashion (e.g., list the types of data to be collected from the medical record);

· The name of the person(s) or class of persons to whom the covered entity may make the requested use or disclosure (i.e., researchers must list all of the entities  [by name or by class] that might have access to the study’s PHI such as the IRB, NU representatives, sponsors, Food and Drug Administration, data safety and monitoring board or any others given authority by law);

· A description for each purpose of the requested use or disclosure (e.g., list reasons why the PHI is collected such as to be able to conduct the research and to ensure that the research meets legal, institutional, or accreditation requirements; list purpose of research);

· An expiration date or an expiration event that relates to the use or disclosure (i.e., length of time researchers plan to maintain the data).  The statement “end of research study”, “none”, or similar language is sufficient; 

· A description of how the individual may revoke the authorization and the exceptions to the revocation.  The subjects must be told how they can withdraw.  Any request for revocation must be in writing.  Also, the subjects should be told that if they do revoke, they can no longer participate in research, but researchers may use the PHI already obtained to maintain the integrity of the study.

· A statement that a subject’s treatment, payment or enrollment in any health plan or their eligibility for benefits will not be affected if they refuse to sign the authorization;

· A statement that the subject may not participate in a research study if they refuse to sign the authorization;

· An explanation that information disclosed pursuant to the authorization may no longer be protected when re-disclosed by the recipient (i.e., if the researchers disclose the information collected to a third party, then the HIPAA protections may no longer be in place);

· A signature of the individual and date.  If a personal representative signs the authorization, a description of the representative’s authority must be provided;

· Optional item: Under HIPAA, subjects have the right to access their PHI.  In research, this right can be suspended while the research is in progress.  However, subjects must be told in the authorization that this right has been suspended and the conditions of the suspension must be listed.  The subjects should also be informed that their right to access the PHI will be reinstated at the conclusion of the research study.

· The authorization must be written in plain language;

· The subject must be given a copy of the signed authorization.

EXHIBIT A

HIPAA Authorization form http://www.northwestern.edu/research/OPRS/irb/hipaa/docs/HIPAAAuthorization.doc
HIPAA Sensitive Authorization form http://www.northwestern.edu/research/OPRS/irb/hipaa/docs/HIPAASensitive.doc
EXHIBIT B
HIPAA Exception form (Section 9) http://www.northwestern.edu/research/OPRS/irb/hipaa/docs/HIPAAException.doc
EXHIBIT C
Coming soon
Exhibit D

Student Consent to the Release of Education Records to a Third Party
The Family Educational Rights and Privacy Act of 1974 (“FERPA”) allows students at an institution of higher education to control outside access to their education records.  Without a student’s written consent, Northwestern University may not disclose information from a student’s education records to outside third parties except as provided under FERPA.  Generally, a student must authorize the release of personally identifiable information contained within his/her education records.  To do so, the following release must be completed.  


Student’s Name:
__________________________________________

I hereby consent to the release of personally identifiable information contained within my education record, including _______________________________________________________.  

I understand that this information is being disclosed to _________________________________  _____________________________________________ for research purposes.  I understand that pursuant to this release, the information specified above will only be released to the above referenced individual and that there shall be no further disclosure of the information contained in my education record.  

I understand that I am entitled to a copy of the records disclosed pursuant to this release upon request.  

_____________________________________________

_____________________

Student’s Signature







Date

EXHIBIT E
HIPAA Exception form (section 7)

http://www.northwestern.edu/research/OPRS/irb/hipaa/docs/HIPAAException.doc
EXHIBIT F

DE-IDENTIFICATION STANDARDS

De-Identification.  For research where no individually identifiable information is required, De-identified Data may be used provided that one of the following two methods are satisfied:

1.
Statistical Certification:   obtain statistical certification from a person having appropriate knowledge and experience with generally accepted statistical and scientific principles and methods for rendering information not individually identifiable that there exists only a very small risk that an anticipated recipient could identify the subject using the information alone or in combination with other available information; or

2.
Strip Identifiers.    The following Identifiers must be removed to satisfy the requirements of the De-Identification safe harbor:


· Names

· All geographic subdivisions smaller than a State, including street address, city, county, precinct, zip code, and their equivalent geocodes, except for the initial three digits of a zip code if, according to the current publicly available data from the Bureau of the Census

· The geographic unit formed by combing all zip codes with the same three initial digits contains more than 20,000 people

· The initial three digits of a zip code for all such geographic units containing 20,000 or fewer people is change to 000

· All elements of dates (except year) 

· for dates directly related to an individual, including birth date, admission date, discharge date, date of death; 

· and all ages over 89 and all elements of dates (including year) indicative of such age, except that such ages and elements may be aggregated into a single category of age 90 or older;

· Telephone numbers

· Fax numbers

· Electronic mail addresses

· Social security numbers

· Medical record numbers

· Health plan beneficiary numbers

· Account numbers 

· Certificate/license number

· Vehicle identifiers and serial numbers, including license plate numbers

· Device identifiers and serial numbers

· Web Universal Resource Locators (URLs)

· Internet Protocol (IP) address numbers

· Bio-metric identifiers, including finger and voice prints

· Full face photographic images and any comparable images; and

· Any other unique identifying number, characteristic, or code; except as permitted by paragraph (c) of this section

EXHIBIT G

HIPAA Exception form (section 6) http://www.northwestern.edu/research/OPRS/irb/hipaa/docs/HIPAAException.doc
EXHIBIT H

LIMITED DATA SET STANDARDS

Limited Data Sets.  For research activities and health care operations that only require limited identifiable information, Limited Data Sets may be used, provided that the following requirements are satisfied:

Strip Identifiers. The following Identifiers must be removed to satisfy the requirements of the Limited Data Set safe harbor:

· Names;

· Postal address information, other than town and city, State, and zip code;

· Telephone numbers;

· Fax numbers;

· Electronic mail addresses;

· Social security numbers;

· Medical record numbers;

· Health Plan beneficiary numbers;

· Account numbers;

· Certificate/license numbers;

· Vehicle identifies and serial numbers, including license plate numbers;

· Device identifiers and serial numbers;

· Web Universal Resource Locators (URLs);

· Internet Protocol (IP) address numbers;

· Biometric identifiers, including finger and voice prints; and

· Full face photographic images and any comparable images.

· Note: May assign any code to re-identify

Data Use Agreement.  The Data Use Agreement must address the following: 

· Establish the permitted uses and disclosures of such information by the limited data set recipient, consistent with paragraph (e)(3) of this section.  The data use agreement may not authorize the limited data recipient to use or further disclose the information in a manner that would violate the requirements of this subpart, if done by the covered entity;

· Establish who is permitted to use or receive the limited data set; and
· Provide that the limited data set recipient will:

· Not use or further disclose the information other than as permitted by the data use agreement or as otherwise required by law;

· Use appropriate safeguards to prevent use or disclosure of the information other than as provided for by the data use agreement;

· Report to the covered entity any use or disclosure of the information not provided for by its data use agreement of which it becomes aware;

· Ensure that any agents, including a subcontractor, to whom it provided the limited data set agrees to the same restrictions and conditions that apply to the limited data set recipient with respect to such information; and

· Not identify the information or contact the individuals 
EXHIBIT I

HIPAA Exception form (section 8) http://www.northwestern.edu/research/OPRS/irb/hipaa/docs/HIPAAException.doc
and Description of Limited Data Set and Activities - Addendum to HIPAA Application for Exception Form and to the Master Data Use Agreement)

http://www.northwestern.edu/research/OPRS/irb/hipaa/docs/HIPAALimitedDataSet.doc
Please call the Office for the Protection of Research Subjects (312-503-3259) prior completing a HIPAA Exception under the Limited Data Set.

EXHIBIT J

DATA USE AGREEMENT


THIS DATA USE AGREEMENT (“Agreement”) is entered into effective as of the date set forth in Section VI.A (“Effective Date”), by and between ​​​​​​​​​​​​​​​​​​​​​​________________________________________, on behalf of itself, its subsidiaries and affiliates (collectively, “Covered Entity”), and Northwestern University, including without limitation all of its research centers and institutes (hereinafter, “NU”).

W H E R E A S:


(a)
The Covered Entity and NU collaborate with one another in connection with research involving the use of protected health information (“PHI”) that is regulated by the Health Insurance Portability and Accountability Act of 1996 and the privacy regulations promulgated thereunder (collectively, “HIPAA”); 


(b)
From time to time, such research will be conducted using PHI disclosed by Covered Entity to NU in a form that constitutes a “limited data set” as defined under HIPAA; and


(c)
The parties wish to enter into this Data Use Agreement for the purposes of establishing a consistent set of terms and conditions that will govern the use and disclosure of any limited data set disclosed by Covered Entity to NU in connection with such research and that will meet the Covered Entity’s HIPAA obligations with regard to such use and disclosure when the Covered Entity has not obtained from the individuals whose PHI is included in the limited data set an authorization that covers the creation, use and disclosure of the limited data set.

NOW THEREFORE, in consideration of the foregoing and of the representations, warranties and covenants set forth below, the parties hereby agree as follows:

I. SCOPE AND PURPOSE OF DISCLOSURE
For each research study involving the disclosure of a limited data set to NU for which the Covered Entity has not obtained, from the individuals whose PHI is included in the limited data set, an authorization that covers the creation, use and disclosure of the limited data set, Covered Entity and NU will develop an exhibit, in the form attached hereto as Exhibit A, that will become a part of this Agreement.  Such Exhibit will set forth both: (1) a detailed description of the limited data set that will be used in connection with that study, including, without limitation, the particular elements of PHI that will be used (each such limited data set shall be considered a “Limited Data Set” covered by this Agreement); and (2) a detailed description of the applicable research study and the nature of the intended uses and disclosures of the limited data set in connection with that study (all of which shall be considered “Activities” covered by this Agreement).  Such Exhibits shall be numbered, sequentially, beginning with Exhibit A-1.  Each such Limited Data Set (a) shall not include any identifiers other than those HIPAA permits a limited data set to include, and (b) shall include only the minimum necessary PHI required for the Activities for which the Limited Data Set will be used.

II. OWNERSHIP
NU acknowledges that each Limited Data Set disclosed under this agreement and all PHI included therein shall be and remain the sole property of Covered Entity.

III. CREATION OF THE LIMITED DATA SET
Covered Entity will be the party creating the Limited Data Set.  If NU, rather than the Covered Entity or a third party on behalf of Covered Entity, creates the Limited Data Set, then NU and the Covered Entity will have to enter into a separate Business Associate Agreement that allows NU to create the Limited Data Set. 

IV. OBLIGATIONS AND ACTIVITIES OF NU AS DATA RECIPIENT
NU, as the recipient of each Limited Data Set, provides the following satisfactory assurances, as required by 45 C.F.R. § 164.514(e)(4) or any future corresponding provision of HIPAA.

A.
Safeguards.  NU may use and disclose each Limited Data Set only for the applicable Activities or as otherwise permitted or required by law.  NU agrees to maintain each Limited Data Set in strict confidence and to use appropriate safeguards to prevent the improper use or disclosure of the Limited Data Set.  NU agrees not to use any Limited Data Set in such a way as to reveal identifiers other than those included in the Limited Data Set and not to contact any subject of the Limited Data Set.  NU shall limit the use or disclosure of the Limited Data Set to only those entities, individuals or classes of individuals who perform, or assist NU in the performance of, the Activities.

1. Prior to disclosing any Limited Data Set to another entity or entities or to individuals other than NU Personnel (collectively, “Third Parties”), NU shall require such Third Parties to join as a party to this Agreement for the Limited Data Set and Activities set forth in the applicable Exhibit A by executing a Joinder Agreement in substantially the form attached hereto as Exhibit B.  NU shall provide Covered Entity with a copy of each Joinder Agreement promptly following its execution at the Covered Entity’s request.  For purposes of this Section, “NU Personnel” shall mean all faculty, staff (including student employees), students, residents, post-doctoral fellows, and non-employed individuals (including visiting faculty, courtesy, affiliate and adjunct faculty, industrial personnel, fellows), agents and vendors who conduct research under NU’s direct supervision and on NU’s behalf.
2. NU will take all reasonable steps necessary to make NU Personnel to whom it discloses a Limited Data Set in accordance with this Agreement aware of the provisions of this Agreement relating to the confidentiality and safeguarding of the Limited Data Set.

B. Reporting of Disclosures of PHI.  If NU becomes aware of any use or disclosure of Limited Data Set in violation of this Section IV by NU or Third Parties, then NU shall immediately report such use or disclosure to Covered Entity. NU shall, to the extent practicable, mitigate any harmful effect that is known to NU of a use or disclosure of PHI by NU in violation of this Agreement.
C. Failure to Maintain Confidentiality.  It is understood and agreed that money damages will not be a sufficient remedy for any breach of this Agreement and that Covered Entity shall be entitled to specific performance and injunctive or other equitable relief, in addition to all other remedies available at law or equity, as a remedy for any such breach.

D. Disclosure Pursuant to Subpoena, Judicial Order, Etc.  In the event NU receives a subpoena or other validly issued administrative or judicial process requesting disclosure of a Limited Data Set, NU shall promptly notify Covered Entity to allow Covered Entity time to challenge such disclosure.  Unless the demand shall have been timely limited, quashed or extended, NU may disclose PHI included in a Limited Data to the extent required by law.

V. INDEMNIFICATION


NU shall indemnify, defend and hold harmless Covered Entity, and its trustees, officers, directors, employees and agents, from and against any claim, cause of action, liability, damage, cost or expense (including, without limitation, reasonable attorney’s fees and court costs) arising out of or in connection with any use or disclosure of all or part of the Limited Data Set in violation of this Agreement by NU or a Third Party.
VI. TERM AND TERMINATION
A. The provisions of this Agreement shall be effective as of the later of April 14, 2003 or the provision of the first Limited Data Set by Covered Entity to NU, and shall remain in effect unless terminated by the parties pursuant to the terms of this Agreement.

B. Covered Entity may terminate this Agreement with respect to a particular Limited Data Set upon material breach of Section IV of this Agreement by NU or a Third Party with respect to such Limited Data Set.  Covered Entity shall provide NU with written notice of the existence of an alleged breach.  Covered Entity shall then elect either to take steps to cure the alleged breach or to afford NU at least thirty (30) days in which to cure the alleged breach.  Covered Entity will inform NU of its election in the written notice.  If Covered Entity elects to allow NU to cure the breach and NU effects a cure within thirty (30) days of its receipt of written notice, this Agreement shall remain in force with respect to the particular Limited Data Set.  If Covered Entity elects to allow NU to cure and NU fails to effect a cure within such 30-day period, this Agreement shall terminate at the end of the 30-day period with respect to the particular Limited Data Set.  If Covered Entity elects to take steps to cure the allege breach and effects a cure, Covered Entity may elect, but is not required, to keep this Agreement in force.  If in such case Covered Entity elects not to keep the Agreement in force, it shall so notify NU and such notice shall include the effective date of the termination of the Agreement with respect to the particular Limited Data Set.  If Covered Entity fails to cure the alleged breach within the 30-day period following written notice, this Agreement shall terminate at the end of that 30-day period with respect to the particular Limited Data Set.  

C. Upon termination of this Agreement with respect to a particular Limited Data Set, NU shall promptly return to Covered Entity that Limited Data Set and any and all documents, records, notes, communications, writing, charts, or other recorded matter of any kind relating to that Limited Data Set.

D. Either party may terminate this Agreement in its entirety in the event of a material breach of the Agreement (other than a breach covered under subsection B of this Section VI) that remains uncured by the breaching party for more than thirty (30) days following receipt of notice of the breach and intent to terminate from the non-breaching party.  Such termination shall take effect as of the end of the thirty-day cure period.

E. Either party may terminate this Agreement in its entirety, without cause, by giving One Hundred Eighty (180) days’ prior written notice to the other party, provided, however, that, with respect to one or more particular Limited Data Sets being used for a Research Study as of the date of such termination, the Agreement shall remain in full force and effect with respect to the applicable limited data set(s) until the completion of the applicable Research Study or Studies.

VII. MISCELLANEOUS
A. The terms of Section(s) II, IV, V, and VI.E of this Agreement shall survive termination of this Agreement.

B. Any ambiguity in this Agreement shall be resolved to permit Covered Entity to comply with HIPAA.

C. There are no intended third party beneficiaries to this Agreement.  Without in any way limiting the foregoing, it is the parties’ specific intent that nothing contained in this Agreement gives rise to any right or cause of action, contractual or otherwise, in or on behalf of the individuals whose PHI is used or disclosed pursuant to this Agreement.

D. No provision of this Agreement may be waived or amended except by an agreement in writing signed by the waiving party.  A waiver of any term or provision shall not be construed as a waiver of any other term or provision and shall only apply to the specific time or circumstances set forth in the written waiver. The parties agree to take such reasonable steps as are necessary to amend this Agreement from time to time for Covered Entity to comply with the requirements of HIPAA.

E. The persons signing below have the right and authority to execute this Agreement.

F. Terms not defined herein shall have the meaning set forth in HIPAA.

G. This Agreement shall be construed in accordance with and governed by the laws of the State of Illinois; provided, however, that the conflicts of law principles of the State of Illinois shall not apply to the extent that they would operate to apply the laws of another state.

IN WITNESS WHEREOF, this Agreement has been executed by the parties as of the Effective Date.

________________________________

________________________________

NORTHWESTERN UNIVERSITY

COVERED ENTITY

By:

By:


Name:

Name:



Title:

Title:


Date: ____________________________
Date: ____________________________


EXHIBIT K
HIPAA CRITERIA FOR IRB WAIVER OF

HIPAA AUTHORIZATION AND

DOCUMENTATION OF THE WAIVER

CRITERIA FOR IRB WAIVER OF HIPAA AUTHORIZATION FOR RESEARCH

1.
The use or disclosure of Information involves no more than a minimal risk to the privacy of individuals, based on the presence of at least the following elements:

· An adequate plan to protect the identifiers from improper use and disclosure;

· An adequate plan to destroy the identifiers at the earliest opportunity consistent with the conduct of the Research, unless there is a health or Research justification for retaining the identifiers or such retention is otherwise required by law; and

· Adequate written assurances that the Information will not be reused or disclosed to any other person or entity, except as required by law, for authorized oversight of the Research project, or for other Research for which the use or disclosure of Information would be permitted by this Policy;

2.
The Research could not practicably be conducted without the waiver; and

3.
The Research could not practicably be conducted without access to and use of the Information.

CRITERIA FOR DOCUMENTATION OF THE IRB WAIVER OF AUTHORIZATION

1.
A statement identifying the IRB and the date on which the waiver request was approved;

2.
A statement that the IRB determined that the waiver request satisfied the criteria for waiver;

3.
A statement that the waiver has been reviewed and approved under either normal or expedited review procedures; and

4.
The documentation is signed by the IRB chair or his/her designee.

EXHIBIT L

Waiver of Authorization form

http://www.northwestern.edu/research/OPRS/irb/hipaa/docs/HIPAAWaiver.doc
EXHIBIT M

Revocation

http://www.northwestern.edu/research/OPRS/irb/hipaa/docs/HIPAARevocation.doc

___________________________________

� 42 U.S.C. §§ 1320d-1329d-8.


� 45 C.F.R. 160-164.


� 65 Fed. Reg. 82568 (December 28, 2000).


� These exceptions, which are addressed in further detail in this Policy, include individual health information concerning decedents, individual health information that is either “de-identified” within the meaning of HIPAA or part of a “limited data set” within the meaning of HIPAA, and information used in connection with activities preparatory to research.


� 20 USC sec. 1232g(a)(4)(A) (2002); 20 USC sec 1232g(a)(4)(B)(iv) (2002).


� 34 CFR sec. 99.30 (2002).


( For studies conducted under the oversight of the NU OSRP, a researcher can obtain PHI without authorization only if the data (PHI) is de-identified, is part of a limited data set, is decedent information or an IRB approved Waiver of Authorization is obtained. 


(( PHI: individually identifiable health information transmitted or maintained in any form (electronic means, on paper, or through oral communication) that relates to the past, present or future physical or mental health or conditions of an individual; the provision of health care to an individual, or the past, present or future payment for the provision of health care to an individual.
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